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12	The	text	of	the	official	warning	banner	University		can	be	found	on	the	ISO	website.	(Default)	2.3.1.3	Ã	!	!	!	Ã	15	Ã	Requires	Ctrl+Alt+Del	for	interactive	logons.	How	to	use	checklist	Print	checklist	and	check	each	completed	item	to	make	sure	you	cover	the	critical	security	steps	of	your	server.	50	It	is	strongly	recommended	to	send	logs	from	any
reserved	cdevices	to	a	service	such	as	Splunk,	which	provides,	among	,		aggregation	of	logs,	processing	and	real-time	monitoring	of	events.	The	more	the	logs	come	back,	the	easier	it	will	be		answer	in	case	of	violation.	2.3.11.2	Ã	Ã	Ã	Ã	Ã	Ã	Ã																																									Ãs	Microsoft	Update	includes	updates	for	many	other	Microsoft	products,	such	as
Office	and	Forefront	Client	Security.	If	you	are	sponsored	by	your	company,	click	OK	to	continue	registering.	Updates	the	functional	level	of	Active	Directory	to	2012	R2	or	higher.2.	In	the	HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurityProviders\WDigest	registry	key,	set	Â"UseLogonCredentialÂ"	to	0.3.	Implement	MS	KBs	2	928
120	and	2	871	997.	54	Configure	user	rights	to	be	as	secure	as	possible,	following	the	recommendations	in	section	2.2	of	the	CIS	benchmark.	18.3.12	18.9.26	ÃÂ§!	!	4.6.1	50	Ã	Ã	Set	up		log		(e.g.	Splunk).	2.3.10.7-8	Ã	Ã	Ã	Ã	Ã	Ã	Ã																																																												Ã	The	57	Be	very	careful,	as		setting		incorrect	permissions	on	registry	entries	can²
make	a	system	unusable.	Server	Information	Address	MAC	Ã	Ã	Ã	Ã	Ã	Ã	Ã																																		Ãs	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,,,	ã,	ã,	ã,,	ã,	ã,	ã,	ã,	ã,,	ã,	ã	Ã,,,,	ã,,	ã,	ã,	ã,	ã,	ã,	ã,	ã,	ã,	ã,	ã,	ã,	Ã,,	ã,
ã,,	ã,	ã,	ã,	ã,	ã	5	The	configuration	setting	up	the	complexity	of	the	Ã		Ì	password	is	only	important	if	you	do	not	Ì	another	method	is	available	to	ensure	compliance	with	the	university	standards	for	passwords.	Click	Settings	on	the	left	side	of	the	window.	Before	implementing	it	for	general	use,	for	Ã²,	you	should	be	aware	of	the	warnings	related	to	
use		EFS.	Ã	ÃÂ§!	Ã	Ã	Ã	Ã	Ã	Ã	Ã																																												Ãe	ÃS	the	Add-ins	ÃsÃsÃsÃsÃsAuxiliaryUnits.	7	Instead	of	the	CIS	recommended	values,	the	blocking	policy	of	the	âSsUnlockAccount	should	be	configured	as	follows:	account	lockout	duration	Â¢	Â¢	Â¢	Â¢	5	minutes	account	lockout	threshold	Â¢	Â¢	Â¢	Â¢	5	failed	attempts	Reset	the	counter	to
account	lockout¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â¢	Â	5	minutes	10	Any	account	with	this	role	Ã¨	allowed	to	access	the	console.	ITS	provides	anti-spyware	software	at	no	additional	cost.	Splunk	licenses	are	available	free	of	charge	through	ITS.	2.3.9.2	Ã	Ã	Ã	Ã	Ã	21	Ã	Configure	Microsoft	Network	Server	to	digitally	sign
communications	if	the	client	Ã¨	dâ		This	service¨	compatible	with	Internet	Explorer	only.Ã	Windows	AutoUpdate	via	WSUS	ITS	offers	aÃ	Windows	Server	Update	Services	for	campus	use	using	its	Microsoft	update	servers.	Oneother	option	is	to	configure	Windows	to	automatically	rotate	event	log	files	when	an	event	log	reaches	the	maximum	size
described	in			�	using	the	AutoBackupLogFiles	log	entry.	2.3.7.3	Ã!	!	17	Ã	Ã	Configure	Microsoft	Network	Client	to	always	digitally	sign	communications.	At	a	minimum,	SpyBot	Search	and	Destroy	should	be	installed.	17.2	ÃÂ§!	!	Ã	46	Ã	Configure	the	Logon/Logoff	audit	policy.	2.3.6.3	What	!	!	!	4.5.6	42	Ã	Require	strong	session	keys	(Windows	2000
or	later).	(Default)	2.3.13.1	is	!	!	!	69.	Configure	the	boot	order	of	the	device	to	prevent	unauthorized	booting	from	alternate	media.	2.3.10.3	E	=	4.5.5	25	E	=	Do	not	allow	everyone	apply	to	anonymous	users.	(Default)	2.3.10.12	is!	!	4.5.12	About	Network	Security	Settings	About	30	Allow	local	system	for	the	identity	of	the	computer	used	for	NTLM.
2.3.8.3	is	4.5.6	20	is	Configure	Microsoft	Network	Server	to	always	digitally	sign	communications.	1	GB	is	a	minimum	suggested,	but	if	you	have	a	high	volume	service,	they	make	the	file	larger	as	needed	to	make	sure	that	at	least	14	days	of	security	logs	are	available.	2.2.2	Ã	̈	Ã	̈	Ã	̈	Ã	̈	Do	not	grant	users	that	act	as	part	of	the	operating	system	“right.
In	the	Scheduled	Activity	window	that	opens,	enter	the	following	in	the	Executed	field:	C:	\Program	Files	\	Spybot	–	Search	&	Destroy	\	Spybotsd.exe	“/	Autoupdate	/	Barhide	/	Autoclose	Click	the	Program	tab	and	select	a	time	to	do	it	Update.	Automatically	adding	the	update	activity	is	relatively	simple.	ADDTARD.Ã	Click	ADD9	to	create	an	activity.
2.3.11.5	is	!!	4.5.13	34	is	Set	the	authentication	level	of	the	LAN	operator	to	only	allow	NTLMV2	and	reject	LM	and	NTLM.	If	RDP	is	being	used,	set	the	encryption	level	of	the	RDP	connection	at	the	top.	Ensure	that	spiked	alerts	are	in	place	for	(1)	GPO	creation	at	the	root	level,	(2)	Domain	admin	account	activities	occurring	outside	the
legworkstations,	(3)	GPO	Created	by	Domain	Administrators.	61	Anti-spyware	software	is	only	required	to	be	installed	if	the	server	is	used	to	browse	websites	not	specifically	related	to	server	administration,	which	is	not	recommended.	(Default)	2.3.7.2	is!	16	is	Configure	the	machine	idle	limit	to	protect	the	minimum	interactive	sessions.	Modern
versions	of	Tripwire	require	the	purchase	of	licenses	to	use	it.	2	There	are	several	ways	to	assist	you	onazzilitu	onazzilitu	evitamrofni	esrosir	eL	.itazzilitu	non	itnetu	ilg	allecnac	o	atilibasiD	Ã	35	Ã	Ã	!	AA	.ilrallatsni	e	ilraciracs	id	etnesnoc	it	e	itnacnam	hctap	el	eracifitnedi	rep	anihccam	al	allortnoc	,etadpU	tfosorciM	ecivreS	etadpU	tfosorciM
:ovitsepmet	odom	ni	hctap	elled	The	security	criteria	require	the	passwords	to	have	a	minimum	length	of	8	characters.	17.7	ÃÂ§!	Bother	Ã,	48	Configure	control	criterion	Using	privileges.	13	Using	the	Microsoft	accounts	can	be	locked	by	configuring	the	Group	Policy	object	in:	Ã,	computer	configuration	Windows	Settings	Security	Settings	Local
Policy	Protection	Options	Account:	Block	Account	Microsoft	This	setting	can	be	verified	by	checking	the	key	to	Registry:	HKEY_LOCAL_MACHINE	Software	Microsoft	Windows	CurrentVersion	Policies	System	Noconnecteduser	43	Logon	Information	for	domain	accounts	can	be	cached	Locally	to	Allow	Users	Who	Have	Previously	Authenticated	To	Do
So	Again	Even	IF	A	Domain	Controller	Cannot	Be	Contacted	60	ITS	Provides	FireamP,	an	cloud-based	antivirus	service,	free	for	all	university	property	devices.	An	option	called	"Scheduler"	should	be	displayed.	Select	that	option.	If	remote	access	to	the	registry	is	required,	remotely	accessible	registry	paths	must	be	configured	to	be	as	much
restrictive	as	possible.	If	you	use	SPLUNK:	verify	that	all	the	systems	and	key	services	run	the	SPLUNK	recording	and	that	the	complex	is	set	correctly.	58	Some	remote	administration	tools,	such	as	Microsoft	Systems	Management	Server,	require	remote	registry	access	to	managed	devices.	Ã,	Ã,Â§!	Ã,	Ã,	Ã,	Ã,	physical	security	Ã,	Ã,	Ã,	Ã,	Ã,	67	unless
the	server	is	in	the	UDC	or	in	a	managed	VM	cluster,	set	a	BIOS	/	Firmware	password	to	avoid	changes	to	System	startup	settings.	This	can	deliberately	happen	as	an	attempt	by	a	striker	to	cover	the	traces	of	her.	Ã,	Ã,Â§!	Ã,	4.5.1.	Ã,	Service	Pack	and	Hotfix	is,	Ã,	Ã,	Ã,	2	Install	service	packs	and	quicker	upgrades	more	than	,PDR	,PDR	,CNV(	otomer
ossecca	id	izivres	i	eratimil	rep	llaweriF	swodniW	erarugifnoC	73	Ã	!	!	Ã	2.}}3-1{{.9	atinifederp	enoizatsopmI	.reganaM	NAL	id	hsah	irolav	i	erazziromem	noN	33	Ã	Ã	Ã	4.11.3.2	.tnuocca	osseccA	ollortnoc	id	oiretirc	li	erarugifnoC	44	Ã	Ã	Ã	Ã	ollortnoc	id	iretirc	inoizatsopmI	Ã	Ã	Ã	Ã	§ÂÃ	6.7.3.2	authorized	campus-only	networks.	Select	Tea	On	resume,
password	protected	option.	The	domain	controller	should	be	configured	to	synchronize	its	time	with	an	external	time	source,	such	as	the	university’s	network	servers.	Â	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Elements	will	require	Windows	tools	(like	Windows	Firewall	vs.	2.3.10.11	is	29	is	Requires	the
“Classic”	sharing	and	protection	model	for	local	accounts.	2.3.11.7	is	4.5.13	35	is	Enable	Windows	Firewall	in	all	profiles	(domain,	private,	public).	By	default,	this	includes	users	in	the	Admins,	Users,	and	Backup	Operators	groups.	4	Setting	the	minimum	password	length	is	only	important	if	there	is	no	other	way	to	ensure	compliance	with	university
standards	for	passwords.	Click	Edit	to	edit	the	activity	program.	Select	a	screensaver	from	the	list.	For	machines	belonging	to	the	domain,	this	policy	will	only	record	events	for	local	user	accounts.	(Default)	2.3.10.2	is	!	!	4.5.5	24	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â
Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	Â	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E
E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	E	Ã	̈	Ã	̈	5	Ã	̈	Enable	the	complexity	requirements	of	the	password.	UT	Notes	â			TheÃ		UT	Notes	at	the	bottom	of	the	page	provides	more	details	on	transitioning	to	the	university	IT	environment.	Microsoft	Baseline	Security	Analyzer	This	is	a	free	host-based	application
that	is	available	for	download	from	Microsoft.	Security	can	be	ensured	by	means	such	as,	but	not	limited	to,	encryption,	access	controls,	file	system	checks,	Ã	Ã	75	Ã	Ã	Ã	Ã	Ã	Ã	!	§ÂÃ	Ã	.)elibissop	es(	elanac	led	irucis	itad	ied	elatigid	aifargottirC	Ã	Ã	04	6.5.4	Ã	Ã	Ã	Ã	Ã	Ã	1.6.3.2	)otinifederP(	.anutroppo	atunetir	izzem	ilat	id	enoizanibmoc	isaislauq	o
enoizazziromem	id	itroppus	ied	acisif	azzerucis	ni	94	eruliaF	Mrs.	sseccuS	Â	Ã	¢	ESU	egelivirP	evitisneS	\	egelivirP	ESU	\	seiciloP	Tidus	\	noitarugifnoC	yciloP	Tidus	decnavdA	\	sgnitteS	ytiruceS	\	sgnitteS	swodniW	\	noitarugifnoC	retupmoC:	Tidus	sgnittes	detsil	eht	ot	hctam	woleb	tcejbo	ycilop	puorg	eht	erugifnoC	84	sseccuS	Â	Â	¢	egnahC	yciloP
noitacitnehtuA	eruliaF	Mrs.	sseccuS	Â	Ã	¢	egnahC	yciloP	Tidus	\	egnahC	yciloP	\	seiciloP	Tidus	\	noitarugifnoC	yciloP	Tidus	decnavdA	\	sgnitteS	ytiruceS	\	sgnitteS	swodniW	\	noitarugifnoC	retupmoC:	Tidus	sgnittes	detsil	hctam	eht	ot	woleb	tcejbo	ycilop	puorg	EHT	Erugifnoc	74	SSECCUS	"â	€	Ã	¢	Nogol	Laiceps	Eruliaf	DNA	SSECCUS"	â	€	¢	Stneve
FFOGOL	/	NOGOL	REHTO	ERULIAF	DNA	SSECCUS	"â	€	¢	NOGOL	SSECCUS"	â	€	¢	FFOGOL	SSECCUS	"â	€	™	¢	tuokcoL	tnuoccA	\	ffogoL	/	Nogolica	\	seiciloP	Tidus	\	noitarugifnoC	yciloP	Tidus	decnavdA	\	sgnitteS	ytiruceS	\	sgnitteS	swodniW	\	noitarugifnoC	retupmoC:	Tidus	sgnittes	detsil	eht	ot	hctam	woleb	tcejbo	ycilop	puorg	eht	dna	erugifnoC
64	eruliaF	sseccuS	Â	Ã	¢	tnemeganaM	tnuoccA	resU	Eruliaf	DNA	SSECCUS	"â	€	¢	tnemeganaM	puorG	ytiruceS	seruliaF	Mrs.	sseccuS	Â	Ã	¢	stnevE	tnemeganaM	tnuoccA	rehtO	eruliaF	Mrs.	sseccuS	Â	Ã	¢	tnemeganaM	tnuoccA	retupmoC	\	tnemeganaM	tnuoccA	\	seiciloP	Tidus	\	noitarugifnoC	yciloP	Tidus	decnavdA	\	sgnitteS	ytiruceS	\	sgnitteS
swodniW	\	noitarugifnoC	retupmoC:	Tidus	sgnittes	detsil	eht	ot	hctam	woleb	tcejbo	ycilop	puorg	eht	dna	erugifnoC	54	eruliaF	sseccuS	Â	Ã	¢	noitadilaV	laitnederC	\	Nogolica	tnuoccA	\	seiciloP	Tidus	\	noitarugifnoC	yciloP	Tidus	decnavdA	\	sgnitteS	ytiruceS	\	sgnitteS	swodniW	\	noitarugifnoC	retupmoC:	Tidus	sgnittes	detsil	eht	hctam	OT	WOREB
TCEJBO	YCILOP	PUORG	ERUGIFNOC	.SREST	ELPITLUM	YB	YLTNEUQERF	OTNI	SECIVED	FO	ESAC	EHT	NI	EMIT	FO	SDOIREP	RETROHS	ROF	DEHCAC	EB	LLIW	SLAITNEDERC	DNA,	KSIR	TA	DECALP	EB	LLIW	SLAITNEDERC	REWEF	TAHT	THE	DECUDER	EB	EULAV	SIHT	TAHT	DEDNEMMOCER	Yes,	EROFEREHT	.YCILOP	TIDUA	EGNAHC
YCILOP	ERUGIFNOC	Â	Ã,	74	Â,!	!	Â§ã,	5.71	.liaf	ot	Secivres	HCUS	ESUAC	YAM	SSECCA	YRTSIGER	ETOMER	GNILBASID	.SNOISSIMREP	YRTSIGER	the	university		requires	the	following	event	log	settings	instead	of	those	recommended	by	the	CIS	Benchmark:	Application:	Maximum	log	size	Ã	¯	ÂÃÂÃ	163,840	KB	Security:	Maximum	log	size	Ã	¯
ÂÃÂÃ	983,040	KB	Setting:	Maximum	log	size	Ã	④	ÂÃ	ÂÃ	163,840	KB	System:	Maximum	log	size	ÃÂÃÂÃ	163,840	KB	The	recommended	method	of	preservation	for	all	the	logs¨:Ã	Store	events	for	at	least	14	days	These	are	minimum	requirements.	2.2.6	ÃÂ§	Ã	Ã	11	Denies	guest	accounts	the	possibility		access	as	a	service,	batch	process,	locally	or	via
RDP.	The	following	GPO	must	be	set	to	4	or	less	logons:	Computer	Configuration\Windows	Settings\Security	Settings\Local	Policies\Security	Options\Interactive	Access:	Number	of	pre-cache	logons	(if	domain	controller	is	unavailable)	44	The	Account	Access	Control	Policy	logs	the	results	of	credentials	validation	tests	sent	for	user	account	logon
requests.	Ã	ÃÂ§!	Ã	Ã	62	Configure	your	antivirus	software	to	be	updated	daily.	The	most	important	registry¨	the	security	registry.	It	is	unlikely	that	non-administrative	users	will	require	this	level	of	access	and,	in	cases	where	the	server	is	not	physically	protected,	granting	this	right	may	facilitate	device	compromise.	Ã	Ã	Ã	!	4.6.4.38	Configure
Windows	Firewall	to	limit	remote	access	services	(VNC,	RDP,	etc.)	to	the	campus	VPN.	6	If	this	option	is	enabled,	the	system	stores	passwords	using	a	weak	form	of	encryption	that	may	compromise.	2.3.6.6!	Ã	Ã	43	Configure	the	number	of	pre-cache	hits.	55	Volumes	formatted	as	FAT	or	FAT32	can	be	converted	to	NTFS,	using	the	utility		convert.exe
provided	by	Microsoft.	Learn	more	about	enoizartsinimmA\retupmoc	enoizartsinimmA\retupmoc	enoizarugifnoC\	:ni	oppurg	id	iretirC	otteggo'llad	atarugifnoc	¨Ã	enoizatsopmi	atseuQ	66	.)elibissop	es(	orucis	elanac	led	itad	i	etnemlatigid	eramriF	14	6,5,4	!	!	Ã	2.6.3.2	)tluafeD(	.suriv-itna/hcaertuo-noitacude/ude.saxetu.ytiruces//:sptth	us	ilibinopsid
onos	PMAeriF	erazzilitu	e	erenetto	Components	Remote	Desktop	Services	Remote	Desktop	Session	Host	Security	This	policy	object	must	be	configured	as	follows:	Client	connection	encryption	level	set	Ã	¢	â,¬	high	requiring	the	use	of	specific	security	connections	for	remote	control	(RDP	)	Ã	¢	â,¬	"SSL	(TLS	1.0)	Request	user	authentication	for
remote	connections	using	network	level	authentication	Ã	¢	â,¬	enabled	70	Open	the	display	Property	control	panel.	56	Being	Extremely	careful,	since	the	setting	of	incorrect	permissions	on	system	files	and	folders	can	make	a	system	unusable.	The	ISO	uses	this	checklist	during	risk	assessments	as	part	of	the	process	to	verify	the	security	of	the
server.	There	are	also	Other	options	like	PGPÃ,	and	GnUpGÃ	¢.	The	Tripwire	direction	console	can	be	very	useful	for	managing	more	complex	installations.	In	the	Spybot	application,	click	S	U	mode	->	Advanced	view.	AAÂ§!	Bother	4.5.2	3	Ã,	enables	automatic	notification	of	patch	availability.	AAÂ§!	Ã,	ã,	56	Ã,	configure	file	system	permissions.
2.3.11.1	Ã,	Ã,	Ã,	Ã,	ã,	31	Disable	local	Fallback	null	session	system.	Includes	updates	for	further	Microsoft	products,	just	like	Microsoft	Update	and	provides	additional	administrative	control	for	software	distribution.	Make	sure	the	planned	activities	are	performed	with	a	dedicated	service	account	and	not	a	domain	administrator	account.	AAÂ§!	Bother
Ã,	61,	install	and	enable	anti-spyware	software.	2.3.10.6	ã	,!	Ã,	4.5.12	27	Ã,	limits	anonymous	access	to	the	tubes	and	actions	denominated.	It	also	maintains	a	centrally	managed	sparkbloc	service	that	can	be	exploited.	If	the	access	of	the	remote	log	is	not	required,	it	is	recommended	to	stop	the	remote	and	disabled	registry	service.	You	can	increase
the	number	of	days	you	or	you	can	set	the	log	files	not	to	overwrite	events.	Another	encryption	option	to	consider	is	full	disk	encryption,	which	encrypts	the	entire	contents	of	the	drive	instead	of	just	specific	files	and	folders.	UpGuard	This	is	a	compliance	management	tool	that	guarantees	basic	And	compliance	is	constantly	managed	(this	product	is
quite	cheap	and	can	be	integrated	with	SPLUNK).	The	duration	of	the	update	is	very	short,	but	requires	an	intensive	processor,	then	consider	the	possibility	of	programming	it	during	the	periods	of	little	use.	2.3.1.2	Ã,Â§!	Bother	Ã,	14	Ã,	disable	the	guest	account.	This	is	different	from	Â	«Windows	Updateâ»	that	is	the	default	setting	on	Windows.	This
configuration	is	disabled	by	default.	For	additional	password	protection:	1.	We	cannot	accept	recordings	by	individuals.	For	critical	services	that	work	with	confidential	data	or	other	sensitive	data,	use	Syslog,	SPLUNK,	INTRUST,	or	a	similar	service	to	ship	the	logs	to	another	device.	(Default)	2.3.10.1	ã	,!	Bother	Ã,	Ã,	23	ã,	does	not	allow	the
anonymous	enumeration	of	the	SAM	accounts.	Control	lists	for	hardening	are	based	on	complete	control	lists	produced	by	the	Center	for	Internet	Security	(CIS).	2.3.9.3	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	ã,	Ã	,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã	ã	,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,
Ã,	Ã,	Ã,	Ã	ã	,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	is,	in	rare	cases,	a	violation	can	be	continued	for	months	before	being	detected.	You	can	check	much	more	in-depth	checks	using	Tripwire;	Consider	it	for	your	highest	risk	systems.	Passage	Â	«To	do	CIS	UT	NOTES	RESERVED	OTHER	MIN	STD	Ã,	Ã,	Ã,	Preparation	and	installation	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,
Ã,	If	the	machine	is	a	new	installation,	Protect	it	from	hostile	network	traffic,	until	the	operating	system	is	installed	and	tempered.	iptables)	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	ã,	is,	Ã,	Ã,	Ã,	Ã,	Ã,	ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	is,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	Ã,	52	Ã,	Ã,	deactivate	or	uninstall
unused	services.	3	Configure	automatic	updates	from	the	Automatic	Update	Control	Panel	Most	servers,	you	should	choose	Â	«Download	updates	for	me,	but	let	me	choose	when	installing	them»,	or	Â	«Notify	me	but	do	not	automatically	download	or	install	them."	Campusã,	Windows	Server	Update	Services	Servers,	can	be	used	As	a	source	of
automatic	updates.	This	helps	a	a	logs	are	retained	and	unaltered	when	compromised,	as	well	as	allowing	proactive	analysis	of	logs	from	multiple	devices.	1.1.5	How!	Ã	̈	Ã	Ã	Ã	̈	6	Ã	̈	Do	not	memorize	passwords	using	reversible	encryption.	The	activity	should	be	scheduled	daily.	In	addition	to	specifying	missing	patches,	this	tool	also	performs	checks	on
basic	security	settings	and	provides	information	on	how	to	fix	any	problems	encountered.	(Default)	2.3.10.9	is	!	!	4.5.12	28	Ã©	Do	not	allow	access	to	shares	anonymously.	Other	â			For	systems	that	include	controlled	or	published	data,	all	steps	are	recommended,	and	some	are	required	(indicated	by	theÃ	̈!).	If	there	is	a	UT	Note	for	this	pass,	the	note
number	corresponds	to	the	pass	number.	Â	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Even	though	there	are	several	available,	consider	using	a	simple	one	like	“Blank”.	The	value	of	“Wait”	should	not	exceed	15	minutes.	If	encryption	is	used	together	with	confidential	data,	one	of	the	solutions	listed	in	the



Approved	Encryption	Methods	(required	EID)	must	be	implemented.	In	Virginia,	ONLC	is	licensed	only	to	serve	students	who	are	sponsored	by	their	employer.	17.8	Â§!	Â	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã
Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã		inside	the	program	itself	and	are	scheduled	using	the
Windows	business	program.	It	is	enabled	by	default.	Ã	̈	Ã	̈	Ã	̈	4.4.1	68	Ã	̈	Do	not	allow	system	shutdown	without	having	to	log	in.	Note	that	if	the	event	log		Ãras		Ãras	otneve	ovoun	nussen	,itneve	ilged	aruttircsarvos	al	otatilibasid	iah	es	o	,eranimile	ad	otacificeps	iah	ehc	inroig	id	oremun	led	ihccev	¹Ãip	itneve	onotsise	non	e	amissam	enoisnemid	aus	al
1	If	no	alternatives	are	available,	Ã¨	you	can	install	a	SOHO	router/firewall	between	the	network	and	the	host	to	be	protected.	For	systems	with	the	highest	risk¹,	complete	the	PAWS	implementation	and	ensure	that	system	logs	are	routed	to	Splunk.	Ã	ÃÂ§!	!	Ã	63	Configure	anti-spyware	software	for	daily	update.	Ã	ÃÂ§!	Ã	Ã	60	Install	and	enable
antivirus	software.	Check	(ÃÂ)	-	This	Ã¨	for	administrators	to	check	when	this	portion	is	complete.	64	Windows	provides	the	Encrypting	File	System	as	a	built-in	mechanism	for	encrypting	individual	users'	files	and	folders.	(Default)	2.2.3	Ã	!	!	Ã	10	Limits	local	access	to	administrators.	All	steps	are	recommended.	(Default)	2.3.8.2	Ã	!	!	Ã	19	Disables
sending	unencrypted	passwords	to	third-party	SMB	servers.	It	is	strongly	recommended	that	passwords	be	at	least	14	characters	long	(which	is	also	recommended	by	CIS).65	Windows	has	a	feature	called	Windows	Resource	Protection	that	automatically	checks	some	key	files	and	replaces	them	if	they	are	corrupted.
WindowssWindowsWindowsResource	Protection	is	a	key	file.	2.3.8.1!	Ã	Ã	18	Configure	Microsoft	Network	Client	to	digitally	sign	communications	if	the	server	accepts.	1.2	ÃÂ§!	!	Ã	Ã	Ã	User	Rights	Assignment	Ã	Ã	Ã	Ã	Ã		access	your	computer	from	the	network	to	authenticated	administrators	and	users.	By	default,	10	accounts	will	be	cached	locally,
but	there	is	a	risk	that,	if	compromised,	a	malicious	user	can	locate	cached	credentials	and	use	a	brute	force	attack	to	locate	passwords.	The	Information	Security	Office	(ISO)	has	distilled	CIS	lists	to	the	most	critical	steps¹	for	your	systems,	with	a	focus	on	specific	problems	in	the	IT	environment	at	the	University		Texas	at	Austin.	Every	must	be	done
to	remove	Guest,	Everyone,	and	ANONYMOUS	LOGON	from	user	rights	lists.	We	also	recommend	that	you	et	.pets	HAOe	etelpm	ot	wohted	retuerging	nh	igmech	nht	nh	ig	odrtecresni	CISAB	-â	Ã.ED	OT	.Ssap	Muminim	Mummelim	Hand	Â	ã	Ã	Ã,	Â	Ã,	3.5.4!	!	Â§Ã,	â	Ã,	.delbane	yaltua	siht	eva	ov.htiuqer	Ton	Fi	SSECCA
ÇTUEEEEEEVETIEREEEVETIVEEHHT	ã,	Ã,!	Â§Ã,	â	Ã,	.resu	Metsys	BHTS	ratsy	nur	gier	sijeror	eht	tefosorcim	htiw	ntsu	Ã	,	31	01	0..4!	!	Â§Ã,	4.7.3.2	.tluaFed	YB	Cuffart	DNUOBNI	KCOLB	ot	Seliforp	ã,	63.44!	!	Ã	Ã,	1.}}	3-1	{{.	9)	Tluafed	(.tiroc	Siemeriuqer	Rkic-2	ã,tiruces.	Lock	eht	fi	yllacitamua	neercs	S'elosnoc	eht	kcol	ht,	07	Ã,	.derts	Ereaf
Skatsy	Elif	Sftn	Etu	atad	I	yrogetaC	htiw	desu	srevres	swodniWÂ	Ã	.noisrevnoc	eht	mrofrep	ot	woh	snoitcurtsniÂ	Ã	dedivorp	sah	tfosorciM	.deriuqer	sa	ataD)	I-yrogetac	(laitnedifnoC	rof	egarots	eruces	edivorP	Â	Ã	46	Â	Ã	Â	Ã!	Â§	Ã,	Â	Ã,	.ssiht	rof	rekcolti	semic	swodniw	.metsys	Elif	Sfla	Eh,	Echelivirp	Launch:	Elbissop	Sa	Sa	Ep	ep	OT	sthgir	resu
erugifnoc	â	Ã,	45	Ã,	â	Ã,	.lobmysâ	€!	Ã,ht	Detoned	era	spets	deriuqer,	atad	la	itnedifnocÂ	Ã,edulcni	Thht	smetsys	rof	-Â	Ã.laitnedifnoc	.erawma	erawyps-itna	yradnoces	a	fo	Resources	use	and	security	policy	require	passwords	contain	letters,	numbers	and	special	characters.	17.1	Ã,Â§!	Ã,	Â	«Configure	account	management	audit	policy.	Make	sure	that
domain	administrators	(and	even	departmental	/	GPO	administration	accounts	used	by	TSC)	have	a	higher	standard	for	password	complexity,	you	need	to	change	their	passwords	more	frequently	(for	example,	twice	a	year)	And	they	are	strongly	felt	against	the	re-use	of	these	credentials	outside	the	Austin	at	the	context.	AAÂ§!	Bother	Ã,	UT	Addendum
This	list	provides	specific	tasks	related	to	the	computer	environment	at	the	Texas	University	in	Austin.	The	Underlying	Group	Policy	object	controls	the	registry	routes:	Configuration	of	the	computer	Windows	Settings	Safety	settings	Local	policies	Safety	options	Network	access:	Remote	accessible	log	paths	This	item	should	be	set	to	allow	Access	to:
System	CurrentControlSet	Control	System	ProductionOptions	CurrentControlSet	Control	Server	Applications	Software	Microsoft	Windows	NT	CurrentVersion	Additional	restrictions	on	registry	routes	and	accessible	remote	submarines	can	be	configured	with	the	criteria	object	Group:	Computer	Configuration	Windows	Settings	Safety	Settings	Local
Local	Safety	Options	Network	Access:	Remote	accessible	log	paths	and	secondary	routes	59	By	default,	domain	members	synchronize	their	time	with	i	Domain	controller	using	the	servos	Microsoft's	Zio	Time	Windows.	(Default)	1.1.6	ÃÂ§!	Bother	Ã,	configure	account	lock	policy.	policy.	

Welcome	to	the	Windows	Server	for	IT	Pros	Community,	share	best	practices,	get	latest	news,	and	learn	from	experts	about	Windows	Server	for	IT	Securing	Microsoft	Windows	Server	An	objective,	consensus-driven	security	guideline	for	the	Microsoft	Windows	Server	Operating	Systems.	A	step-by-step	checklist	to	secure	Microsoft	Windows	Server:
Download	Latest	CIS	Benchmark	Free	to	Everyone.	Browse	Instructor-led	Courses.	Choose	a	traditional	classroom	training	setting	to	learn	on	your	own	schedule,	at	your	own	pace,	and	in	your	own	place.	Here	we’re	going	to	show	you	how	to	mount	an	NFS	file	share	in	Windows	Server	2016	both	temporarily	and	persistently	so	that	it	will
automatically	mount	after	a	reboot.	There	are	a	couple	of	different	ways	this	can	be	done,	including	mapping	a	network	drive	or	adding	a	network	location,	which	we’ll	discuss	here.
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